ARE YOU STAYINY
SAFE ONlinE?

Why iS iT iMPORTANT ?

We all like to use the internet and talk to others online, but
do you know the rules you need to follow to keep safe?

Staying safe online isn‘t just important for you - when using
sites, you need to think about what you’re saying about,
or to, other people. Ask yourself:

¢ Do you know how to protect yourself and others online?
¢ Do you know what the risks are?

¢ Do you know what to look out for?

¢ Do you know who to report concerns to?




ThE RISKS
EXPIAINEd! L

CYBER Bullying

grROOMing

SEXTing

EXPIOiTATION

RAdicAlisATiON

Posting personal information, such as your full name, address

and phone number, is also risky as this can be lost and someone
else can have access to it. This also includes pictures and videos,
and not just of yourself, but of others, too.

r REMEMBER:




WhAT doilnEEd
TO/I00K OUT FOR?

Asks you for your address, phone number, or common places you visit.
o Asks to keep their chats with you private.
¢ Shares information, pictures or videos with you and tells you not to
tell anyone else.
Sends you pictures or videos which make you feel uncomfortable,
scared, or worried about showing them to anyone else.
Asks you to send pictures or videos of yourself, particularly those

which make you feel uncomfortable.
Asks you to use video chat or a webcam in a way which makes
you feel uncomfortable or worried.

¢ Pays you lots of compliments and offers or gives you gifts.

¢ Tells you that you will get into trouble if you tell an adult about
them or your conversations.

WhAT/ABOUT:
OThER PEOPIE?




ilhAVEIA I
CONCERN!
d0li[d0?k

It's really important that if you feel threatened you speak
to someone. This could be your parents, your teachers
or your friends - mostly importantly, someone you trust.

You might want to ask a staff member to sit with you in a quiet area of
the school so you can tell them in private. Staff members will not ask you

questions, but will listen to what you want to say. It’s important not to be
scared to speak to someone.

&am% SOMEONE

you can get the right help and support, and we can make sure that you
feel safe again. This doesn’t have to be a concern about your safety, it
could be that someone has told you something that’s made you worried,
or you‘ve noticed the signs talked about before.
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If you tell a staff member, they can’t promise not to

tell anyone else. This is because your safety, or the safety of
someone else, always comes first. If you or another person is
likely to be at serious risk of harm, staff members must tell

someone so we can make sure you, or your friend, get the
help needed.



MiSUSINGIThE
iNTERNET

ThinK/BEFORE YOU|CliCK;

you can put yourself at risk of harm without

even realising it,always think before you click on any website.
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STAViNg SAFE:
TOP TiPS

Treat others how you would like to be treated. If you wouldn‘t say something
to someone in person, don‘t say it online either.

Make sure you‘re aware of how your messages might come across to others.
Don’t spread rumours or gossip about people.

Don’t post things that will upset someone. Make sure you think
before you post anything.

Respect other people’s privacy.
Use websites you know are safe.
Don‘t talk to anyone you don‘t know, or arrange to meet them.

Keep an eye out for unusual pop-ups, adverts or downloads.
Don’t open them if you think they aren‘’t trustworthy.

Don’t give out personal information about you, your friends or
your family to anyone you don‘t know.

Only use social networking sites that you are old enough to
use — age limits are there for a reason.

Speak to an adult if something worries you or makes you feel uncomfortable.

iF YOU WANT TO TAIK ABOUT ANYThiING in ThiS IEAFIET. SEE

hings
EACHER, Who Will BE hAPPY TO 30 T_I\ROUSI\ T
u';i?r‘:\kv:u. plEASE MAKE SURE YOU KEEP ThiS leaFIET SAFE!




